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« Organizations that are ready to improve their
assurance capabilities may not be aware of how to
begin an organized security initiative.

o Several maturity models are publicly available, but:
— Learning curves may inhibit adoption
— Finding the right model(s) can be time consuming
— Selecting model components can be complicated

— Each model has a different approach and level of
granularity
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 Performed a model-agnostic analysis of several
publicly available maturity models

« Created a consolidated view of current software
assurance goals and best practices in the context of
an organized SwA initiative

 This consolidated view evolved into the

SwA Checklist for Software Supply Chain Risk
Management
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 The crosswalk includes mappings between the SwWA
Checklist practices and practices identified in existing SwWA
maturity models and related capability maturity models.

« The maturity models mapped within the framework include:
— Building Security In Maturity Model (BSIMM)

— Software Engineering Institute (SEI) Capability Maturity
Model Integration (CMMI) for Acquisitions

— OWASP Open Software Assurance Maturity Model (SAMM)

— SWA Forum Processes and Practices Working Group
Assurance Process Reference Model (PRM)

— CERT Resilience Management Model (RMM)
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Scientific observation-
based descriptive model

e Uniquely qualified to be
used as a measuring
stick for software
security

 Based upon analysis of
the software security
Initiatives of 30+
organizations

WWW.DbSimm.com
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. CMMI-ACQ provides guidance to acquisition
organizations for initiating and managing the
acquisition of products and services

* Used to guide process improvement initiatives
across a project, a division, or an entire
organization.

www.sel.cmu.edu/cmmi/

www.sei.cmu.edu/cmmi/
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* Open framework to help
organizations formulate and
Implement a strategy for
software security that is
tailored to the specific risks
facing the organization.

e Can be applied
organization-wide, for a
single line-of-business, or
iIndividual projects.

. g Software Assurance

&) SR AL WwWw.opensamm.org

A guide to bulldi ey Into sofeware develor fopmen
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« SWA Forum Processes &
Practices Working Group
synthesized from the contributions
of leading government and
iIndustry experts.

 Assurance for CMMI® defines the
Assurance Thread for
Implementation and Improvement
of Assurance Practices that are
assumed when using the CMMI-
DEV.

https://buildsecurityin.us-cert.gov/swa/proself assm.html
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 The Assurance PRM Self-Assessment provides an
assessment framework of the implementation of
assurance practices

* Incorporates the Assurance PRM goals and
practices

o Contains mappings to other freely available
maturity models

https://buildsecurityin.us-cert.gov/swa/proself _assm.html
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e Process improvement model
« Addresses the convergence of

security, business continuity, C E RT
and IT operations
Focus on managing operational e

risk and establish operational resilience

o Supplies a process improvement approach
through the definition and application of a
capabillity level scale

www.cert.org/resilience/rmm.html
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. Useful to any organization that is currently or will
soon be acquiring or developing software

e QOrganizations can use the SwA Checklist to:
— Guide their own development
— Evaluate vendor capabilities

e QOrganizations can establish an assurance baseline
using the SwWA Checklist

e Learn more about current software assurance best
practices

e Guide the selection of the most appropriate model
components
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o Currently implemented as a “hot linked”
Microsoft Excel spreadsheet

* Provides a cross-reference of SwWA goals and
practices with side-by-side mappings to several
freely available maturity models

 The consolidated format simplifies identification
of the model components best suited for use
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 All fields are hyperlinked to specifically related areas
In other tabs in the spreadsheet

e This linking allows the user to read how different

models address similar assurance goals and

practices
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. There IS a “Status” cell under each practice in which
to select an implementation status.

Status: I
Unknown M
Mok Applicable i
Mok Skarted

- . | Partially Implemented Internal =
Practices: Partially Implemented by Supp
Partially Implemented Internal
Fuly Implemented Internally
Fully Implemented by Supplien ™

« The aggregation of the status of each practice helps
organizations understand their ability to execute on
software assurance activities.
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o After establishing a
baseline, a summary Summary:
displays at the bottom Mot Applicable:

e This System provides Unknown ar
. Mot Started:

dashboard for an Implemer;telnlﬂz
LT

organization’s overall Implemented:
Implementation of
assurance practices
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« The SwA Checklist is available on the DHS SwA
Community Resources and Information
Clearinghouse website alongside the Assurance
PRM Self-Assessment:

https://buildsecurityin.us-cert.gov/swa/proself assm.html

 The Processes and Practices Working Group
welcomes feedback on your experiences using
the SwWA Checklist in the field.
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« The SwWA Forum Processes & Practices Working
Group plans to add mappings to additional
models and update the SwA Checklist as newer
versions of mapped models are released.

o CrossTalk journal article on the SwA Checklist in
March
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